@@ What is Two-Factor Authentication (2FA)?
Two-Factor Authentication (2FA) adds an extra layer of security to your account
by requiring two forms of verification before granting access. It combines
something you know (password) with something you have (like an authenticator

app or email).

@@ How do | enable 2FA on my account?
* Log into your account.
* Click on your name in the top-right corner of the screen and select "Two-
Factor Authentication."
»= Follow the prompts to choose between using an authenticator app or email

verification.

@@ What are the options for 2FA?
= Authenticator App: Use an app like Google Authenticator to scan a QR code
provided during the setup.
= Email Verification: Select this option to receive a verification code via your

registered email address.

@\a How do | set up 2FA using an Authenticator App?
» Click on "Setup" under the Authenticator App option.
* Scan the QR code using your chosen authenticator app.

= Enter the code generated by the app to complete the setup.

Q,a How do | set up 2FA using Email Verification?
» Click on "Setup" under Email Authentication.
» A code will be sent to your registered email address.

* Enter the code on the setup page to verify your email and complete the setup.
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@\a What do | do if | don’t receive the email verification code?
= Check your spam or junk folder.
= Ensure your registered email address is correct in your account settings.

* |f the issue persists, contact customer support for further assistance.

@\a Can | use both the Authenticator App and Email for 2FA?

Yes, you can enable multiple methods. This provides greater flexibility in

accessing your account if one method is unavailable.

Q,a What happens if | lose access to my Authenticator App?

* |f you've also enabled email as a backup 2FA method, you can use it to access
your account.

» Contact support for further assistance if you cannot access any 2FA methods.

@\a Why is 2FA important for my account security?

2FA significantly reduces the risk of unauthorized access by requiring a second
verification step. It helps protect sensitive information even if your password is

compromised.

Q,a How does the login process change after enabling 2FA?

After entering your username and password, you'll be prompted to enter a code

sent via your authenticator app or email, depending on the 2FA method chosen.
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